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Watch out for emails claiming to be from the CDC saying they have information about the coronavirus. (UBS)

Cybersecurity

How to protect yourself from
COVID-19 cyberscams
30 April 2020, 3:17 pm CEST, written by UBS Editorial Team

Scammers are using the COVID-19 pandemic as an opportunity to steal personal and financial information,
warns the Federal Trade Commission (FTC). Ellen Segriff, Head of Wealth Management Americas Privacy, Cyber
and Information Security, UBS, spoke with UBS On-Air host Anthony Pastore about the tactics scammers are
using and how you can protect yourself and your bank accounts.

What are a few of the most common scams people
should look out for?
According to the FTC, scammers are building websites
to sell fake products and sending emails, texts, and
sharing social media posts to steal information. Emails and
social posts to be wary of are promoting awareness and
prevention tips or fake information about coronavirus cases
in your neighborhood. They might ask you to donate to
victims or offer advice on unproven treatments.

Additionally, the Internal Revenue Service (IRS) is reporting
that scammers are emailing, texting, and making phone
calls requesting personal and banking information under
the guise that they can help people get their government
relief checks faster. It's important to remember that the IRS
would never do this.

What are other scams people should look out for?
Online sellers will claim they have in-demand products, such
as cleaning, household, or health and medical supplies. You

can place an order, but you'll never get a shipment. It's
important to check out any seller by doing an online search
for the person or company’s name, phone number, and
email address plus words like “review,” “complaint,” or
“scam.” If everything checks out, pay by credit card and
keep a record of your transaction. If you’re concerned about
the pricing of products in your area, contact your state
consumer protection officials.

When a major health event—like the Coronavirus—
happens, you might look for ways to help your community.
Scammers use the same events to take advantage of your
generosity. Some use names that sound like the names of
real charities. This is one reason it pays to do research before
giving.

The U.S. Securities and Exchange Commission (SEC) is
warning people about online promotions, including those
on social media claiming that the products or services of
publicly-traded companies can prevent, detect, or cure the

https://www.sec.gov/oiea/investor-alerts-and-bulletins/ia_coronavirus
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coronavirus and that the stocks of these companies will
dramatically increase in value as a result.

How can you protect yourself?
• Don’t click on links from sources you don’t know. They

could download a virus onto your computer or device.
• Watch out for emails claiming to be from the Centers

for Disease Control and Prevention (CDC) or experts
saying they have information about the virus. For the
most up-to-date information about the Coronavirus,
visit the CDC and the World Health Organization
(WHO) websites.

• Ignore online offers for vaccinations. If you see ads
touting prevention, treatment, or cure claims for the
Coronavirus, ask yourself: If there’s been a medical
breakthrough, would I be hearing about it for the first
time through an ad or sales pitch?

• Be alert to “investment opportunities.”

What should parents who are home with their
children be thinking about?
Parents should be more vigilant than ever by finding out
which sites and games their children are using. They should
explain to their kids how important it is to not share any
personal information online, such as home addresses or
phone numbers, and what the implications would be.

Segriff says, "To stay safe, be vigilant and alert. Everyone
needs to make good cybersecurity practices a way of life."

Listen to the podcast Cyber protection during COVID-19 7
April 2020

https://www.consumer.ftc.gov/articles/how-recognize-and-avoid-phishing-scams
https://www.cdc.gov/
https://www.who.int/emergencies/diseases/novel-coronavirus-2019
https://www.consumer.ftc.gov/articles/0167-miracle-health-claims
https://www.consumer.ftc.gov/articles/0167-miracle-health-claims
https://podcasts.apple.com/us/podcast/ubs-on-air-cyber-protection-during-covid-19/id1447407862?i=1000470765701
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Important information
As a firm providing wealth management services to clients, UBS Financial Services, Inc is registered with the U.S. Securities and Exchange Commission (SEC) as an investment adviser and a broker-dealer,
offering both investment advisory and brokerage services. Advisory services and brokerage services are separate and distinct, differ in material ways and are governed by different laws and separate contracts. It
is important that you carefully read the agreements and disclosures UBS provides to you about the products or services offered. For more information, please visit our website at www.ubs.com/workingwithus.
©UBS 2019. All rights reserved. UBS Financial Services Inc. is a subsidiary of UBS AG. Member FINRA/SIPC.
There are two sources of UBS research. Reports from the first source, UBS CIO Wealth Management Research, are designed for individual investors and are produced by UBS Wealth Management Americas
(which includes UBS Financial Services Inc. and UBS International Inc.) and UBS Wealth Management. The second research source is UBS Investment Research, and its reports are produced by UBS Investment
Bank, whose primary business focus is institutional investors. The two sources operate independently and may therefore have different recommendations. The various research content provided does not
take into account the unique investment objectives, financial situation or particular needs of any specific individual investor. If you have any questions, please consult your Financial Advisor. UBS Financial
Services Inc. is a subsidiary of UBS AG and an affiliate of UBS International Inc.
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