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Global Supplier Policy 

 

 

 

 

 

WHY 
To protect UBS Data and UBS Systems, and to 

enable UBS to comply with its regulatory 

obligations. 

WHEN 
Whenever UBS determines that this Policy applies, 

based on the nature of Products or Services 

provided by you.  

 

WHAT to know about HOW to comply. 

 

To the extent there is any inconsistency between this 

UBS CIS Policy and any other provisions of the 

Agreement, the more stringent CIS requirement will 

apply. 

Additional policy requirements may apply depending 

on the applicability criteria contained within sections 

14 to 20. 
 

1. CIS Governance Framework  

• You must have a Cyber and Information Security (“CIS”) 

governance risk management framework and continuous 

risk assessment process which: 

(a) complies with Industry Standards and Applicable Laws;  

(b) clearly defines roles, responsibilities and reporting lines 

across your various organizational functions and 

stakeholders;  

(c) includes a risk identification, assessment, mitigation, 

monitoring and reporting process for CIS risks or 

threats;  

(d) addresses information asset management practices, 

including inventory management, classification, 

access/ownership protocols, and periodic reviews; and 

(e) ensures the implementation of appropriate technical 

and organizational measures to ensure a level of 

security that is appropriate for each CIS risk  

(the “CIS Governance Framework”). 

 

• You must ensure that your senior management review 

and approve the CIS Governance Framework annually, 

and that key risks are regularly reported in accordance 

with the CIS Governance Framework to your board of 

directors and senior management. You must provide a 

copy of the CIS Governance Framework to UBS promptly 

on request, except to the extent that Applicable Laws 

and confidentiality obligations prohibit you from doing 

so.  

 

2. CIS Policies 

• You must have CIS policies, standards and procedures 

covering, at a minimum:  

(a) the full lifecycle of information including creation, 

handling, transport, storage, archiving, disposal and 

destruction; 

(b) principles or rules to protect the confidentiality, 

integrity, authenticity, and availability of UBS Data in 

transit, at rest and in use; 

(c) the management of information assets throughout 

their lifecycle according to their classification or 

criticality; 

(d) infrastructure and all components of a virtualization 

solution; 

(e) information and communication technology (“ICT”) 

assets including endpoints, servers, workstations, and 

mobile devices; 

(f) logical and physical identity and access management; 

(g) the use of strong password (including multi factor 

authentication where appropriate) and procedures for 

remote access; 

(h) cryptography and encryption key management;  

(i) change management and software development 

lifecycle; and  

(j) cloud security management.  
 

3. CIS Measures 

• All policies, procedures, measures, and obligations 

referenced in this UBS CIS Policy must be performed in 

accordance with Industry Standards. At a minimum, you 

must: 

(a) have data leakage prevention (“DLP”) policies, and 

adopt DLP technologies and rules commensurate with 

the risk of data loss affecting UBS; 

(b) implement integrity checking mechanisms and 

security measures to verify any software, firmware, 

and information;  

(c) have security measures to prevent and detect the use 

of unauthorized internet services which allow users to 

communicate or store UBS Data; 

(d) ensure that any means used to transfer UBS Data 

adequately protect UBS Data from unauthorized 

access and comply with Applicable Laws; and 

(e) ensure that the location of Processing of UBS Data is 

disclosed to UBS in advance, and that no Processing 
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or change of Processing locations takes place without 

UBS’s prior written consent. 

 

4. Audit, Assurance, and Proceedings 

• You must conduct independent audit and assurance 

assessments of your CIS measures according to relevant 

standards regularly, or when significant changes occur. 

The frequency and focus of such audits should be 

commensurate with the relevant CIS risks. 

• You must establish a risk-based corrective action plan to 

remediate any audit findings on a timescale 

commensurate with the CIS risks, and you must review 

and report the remediation status to relevant 

stakeholders, including UBS where appropriate.  

 

5. Human Resource Security Management 

• You must have an effective CIS awareness and training 

program which includes guidance and procedures to 

report any observed or suspected CIS risks or breaches. 

This must be deployed at least annually for all Staff who 

have access to UBS Data and UBS Systems. 

• You must ensure Staff, and all other natural persons and 

legal entities with access to UBS Data or UBS Systems, 

agree to your non-disclosure or confidentiality 

agreement, which must be regularly reviewed by you. 

 

6. IT Asset Management 

• You must maintain information technology assets 

appropriately, including for remote and onsite repairs. 

• You must maintain firewalls and use additional network 

security devices (e.g. intrusion detection systems and 

intrusion prevention systems) where appropriate.  

• You must restrict programs that can override system, 

object, network, virtual machine, or application controls. 

• You must implement controls to ensure storage media, 

systems, and endpoint devices are restricted and 

managed, and that devices are configured appropriately 

with respect to any UBS Data. You must implement 

endpoint protection, which includes behavioral-based 

and signature-based solutions, and keep anti-malware 

signatures up to date.  

• When implementing a bring-your-own device strategy, 

you must conduct a risk assessment evaluating the 

relevant technologies and implement appropriate 

measures to ensure the relevant environment provides an 

adequate level of security against cyber threats before 

allowing Staff to use their personal devices to access your 

resources and infrastructure. 

 

7. Access Management 

• Your access management policies and procedures, 

including for cloud-based applications, must be based on 

need-to-know, need-to-use, least and time-limited 

privilege principles.  

• All access rights and changes to access rights must be 

reviewed appropriately to authenticate, authorize, and 

manage joiners, movers, and leavers. Additionally, you 

must ensure access records are maintained and secured 

appropriately. 

• You must ensure that user access and intra-tenant access 

is appropriately segregated and restricted from other 

tenants.   

 

8. Secure Operations 

• Your configuration management must include regular 

review of baseline configuration standards for all system 

components and checks for consistency and operating 

effectiveness. For any hardware or software approaching 

end of life, you must assess the risks of their continued 

use and implement effective risk mitigation measures 

where deficiencies are discovered.  

• You must maintain a safe and secure physical working 

environment and establish adequate physical access 

controls to prevent, monitor, detect and respond to 

unauthorized access to secure areas and data centers. 

Additionally, you must establish and maintain policies 

and procedures for the secure relocation or secure 

transportation of physical media, hardware, software, 

and data and information to an offsite or alternate 

location. Your physical security must be designed to 

protect against unauthorized viewing, copying, changing 

or removal of UBS Data. 

• You must adopt cryptographic protocols, including 

lifecycle management of encryption keys. Any hardware 

security modules and other cryptographic material must 

be stored appropriately. Additionally, UBS Data must be 

secured appropriately, by encrypting in transit (including 

email) and at rest, or otherwise adequately protected 

commensurate with the level of risk. You must apply 

encryption to any UBS Data transmitted over a public 

network. 

 

9. Third Party Risk Management 

• You must establish third party risk management 

processes addressing CIS risks that cover: 

(a) the selection of service providers (including 

Subcontractors);  

(b) risk assessments and supplier due diligence, including 

in relation to any third parties handling UBS Data, 

connecting to your network or performing outsourced 

IT services;  

(c) standards for CIS contract provisions; 

(d) the ongoing monitoring of your service providers;  

(e) business continuity and contingency planning; and 

(f) measures for the transfer and sub-processing of 

sensitive data. 

• You must use contracts and service level agreements 

with service providers and partners to implement 

appropriate measures covering security obligations 

enabling your compliance with your Agreement with 

UBS. 

 

10. Cyber Threat Management 

• You must identify, monitor, report and prioritize the 

remediation of vulnerabilities to protect your systems 

against vulnerability exploitation. The frequency of these 

vulnerability assessments must be commensurate with 

the criticality of the IT system and the security risk to 

which it is exposed.  

• You must ensure that vulnerabilities are risk assessed and 

prioritized accordingly for remediation. Such assessment 

must be based on a variety of factors, including the 

common vulnerability scoring system (CVSS), likelihood 

of exploitation and the potential impact of the 

vulnerability on the integrity, availability and 

confidentiality of the underlying infrastructure. A 
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remediation timeline, commensurate with the risk, must 

be defined for each vulnerability. Notwithstanding the 

previous sentence, remediation must not exceed the 

following timelines: 

(a) moderate severity (CVSS 4.0-6.9): commence within 2 

months, complete within 6 months; 

(b) major severity (CVSS 7.0-8.9): commence within 2 

weeks, complete within 2 months; and  

(c) critical severity (CVSS 9.0-10.0): < 2 weeks. 

• You must have measures and processes in place to: 

(a) protect against, detect and respond to malware, 

denial of service (or DoS) attacks and DDoS 

(distributed denial of service) attacks in respect of all 

business-critical, internet-facing systems;  

(b) manage cyber threat intelligence-related information; 

and 

(c) monitor and address phishing risks.  

• You must have an information security testing 

framework in place that validates the robustness and 

effectiveness of the software applications and other 

systems. Annual penetration tests must be conducted for 

Internet-facing applications, critical infrastructure, 

websites, and mobile applications.  You must provide a 

written summary of penetration test findings and 

remediation timelines to UBS upon request. 

• You must have a method for collecting, processing, 

analyzing, reviewing and retaining CIS-related event logs. 

These logs must not contain sensitive data and must be 

protected and retained for a minimum period of one 

year, or any longer retention period required under an 

Applicable Law. You must also establish mechanisms 

(including antivirus alerts and log event alerts) to alert 

management to potential attacks. 

 

11. Cyber Resilience Management 

• You must identify and document your business processes 

and functions which are critical and undertake business 

continuity planning and testing. 

• You must establish an incident management framework 

that minimally covers criteria for classifying events as 

operational or security incidents, assessing business 

impact, response and recovery plans, maintenance of 

information for investigation and forensic purposes, and 

the roles of Staff, including with respect to 

communicating with affected stakeholders (including 

UBS). You must test your incident management 

framework, including back-ups and restoration, at least 

annually and remediate any identified risks. 

• You must notify UBS of any breach of the security of UBS 

Data and any incident adversely impacting the security of 

an ICT system which either contains UBS Data or has 

network connectivity with UBS Systems (a “Notifiable CIS 

Incident”). The notification to UBS must be in writing to 

the UBS Vendor Contract Manager and the 24/7 

monitored mailbox (third-party-cyber-

notifications@ubs.com) without delay, and in any event 

no later than 24 hours after becoming aware of the 

Notifiable CIS Incident, unless a shorter deadline applies 

as set out in section 18. 

• If the notification sub-clause above applies, or if UBS 

becomes aware of or reasonably suspects that a 

Notifiable CIS Incident has occurred, you must promptly 

provide UBS with (i) reasonable assistance and any 

information reasonably requested in relation to the 

Notifiable CIS Incident at no additional cost to UBS; and 

(ii) reasonable access to any relevant premises or Staff. 

Additionally, the audit rights set out in section 17 will 

apply. 

 

12. System Acquisition, Development, and Change 

Management 

• You must establish a process governing the acquisition, 

development and maintenance of ICT systems.  

• You must ensure the segregation of production 

environments from development, testing and other non-

production environments. The use of UBS Data that is 

also production data in non-production environments 

must be anonymized and restricted appropriately and 

may not be done without UBS’s prior written approval. 

• You must establish adequate safeguards to manage the 

development and provisioning of application interfaces 

(APIs) for secure delivery of such services. 

 

13. Survival 

• This CIS Policy will survive the termination or expiration 

of the Agreement, until such time as all UBS Confidential 

Information has been irrevocably destroyed, or returned 

to UBS, in line with the terms of the Agreement. 

 

14. Additional policy requirements part A - Enhanced 

Standards for Certain UBS Data 

 

WHY 
To ensure UBS Data requiring more sensitive 

treatment is appropriately secured. 

WHEN 
When you Process CID, Personal Data of UBS 

Persons (except where this data is limited to 

widely available business identifiers), UBS Strictly 

Confidential Information, or UBS Confidential 

Supervisory Information, as set out in the Supply 

Order. 

WHAT 

Enhanced standards for encryption and access 

management.  

 

• If you are Processing UBS Data that has been classified by 

UBS as requiring enhanced protection you must, at a 

minimum, apply or comply with additional requirements 

covering access management and encryption detailed in 

this section.  

• You must have access management policies and 

procedures:  

(a) prohibiting remote access to UBS Data unless the 

remote access solution has been pre-approved in 

writing by UBS; 

(b) providing for segregation of duties, including for 

distinct and separated access roles for different 

capabilities;  

(c) granting privileged access only for a limited time 

period and on an event-by-event basis, and attributed 

to the event via a valid ticket; and  
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(d) location aware access control, whereby user access 

complies with Applicable Laws, including applicable 

cross border regulations.  

• You must apply the following encryption standards: 

(a) storage-layer encryption to any applications 

processing UBS Data;  

(b) multi-factor authentication solutions in accordance 

with Industry Standards: (i) in respect of any cloud-

based applications hosting UBS Data; (ii) in respect of 

any remote access to UBS Data over a public network 

and (iii) in respect of any required access to UBS Data 

on multiple tenants; and  

(c) appropriately segregated user access and intra-tenant 

access, including by restricting access from other 

tenants, and applying a dedicated instance of data 

storage and related encryption. 

• A Customer Specific Key model (“CSK”) must be 

implemented in respect of any requirement under the 

sub-clause (c) above to encrypt UBS Data. The CSK may 

be either a Client Managed Key or a Vendor Managed 

Key. For Microsoft Azure, Microsoft Managed Keys are 

deemed adequate. You must ensure that a FIPS 140-2 or 

FIPS 140-3 equivalent compliant key management system 

is in place and keys are stored in a Hardware Security 

Modules or equivalent. You must not access or replicate 

UBS’s CSK encryption key without UBS’s prior written 

consent.  

• In implementing the CSK model required under the sub-

clause above, you must assess the risk to operational 

continuity against the risk of the keying material and the 

information it protects being exposed if control of the 

keying material is lost, including by making provision for 

complying with any Applicable Laws if either of these 

risks materialize. 

• Except to the extent prohibited by Applicable Laws, you 

must promptly notify and keep UBS informed on an 

ongoing basis of any foreign proceedings or 

investigations that involve or could involve the transfer or 

disclosure of UBS Data to foreign authorities or other 

foreign parties. You must notify UBS in writing in 

advance of any proposed transfer or disclosure and 

obtain UBS’s prior written consent before allowing the 

transfer or disclosure, in each case unless prohibited by 

Applicable Laws. 

• UBS may conduct vulnerability and penetration testing to 

validate the adequacy of your security controls. Such 

testing may be subject to additional mutually agreed 

terms and will be limited to a scope relevant to the 

Products and Services covered by this Agreement. 

 

15. Additional policy requirements part B - Enhanced 

Standards for Network Connectivity to UBS 

 

WHY 
To protect UBS systems. 

WHEN 
Whenever you are granted connectivity to UBS 

systems. 

 

WHAT 

Enhanced access management standards where 

there is network connectivity to UBS. 

 

• If there will be network connectivity between you and 

UBS, including via a UBS-controlled virtual private 

network (VPN), you must, at a minimum, apply or comply 

with additional requirements covering access 

management detailed in this section.  

• You must implement access management policies and 

procedures which consider the following principles:  

(a) segregation of duties, providing for distinct and 

separated access roles for different capabilities;  

(b) privileged access is granted only for a limited time 

period and is activated on an event-by-event basis, 

and attributed to the event via a valid ticket; and  

(c) location aware access control, whereby user access 

complies with Applicable Laws, including applicable 

cross border regulations.  

• You must: 

(a) periodically review physical and logical user access 

rights to ensure that users have the least privilege 

access rights and that such access rights are promptly 

withdrawn when no longer required;  

(b) keep and store logical and physical access records for 

a minimum period of 180 days, or any other retention 

period required under an Applicable Law (whichever is 

longer);  

(c) ensure all access, including remote, to information 

assets is secured by using encryption and strong 

authentication solutions, including by implementing 

multi-factor authentication;  

(d) ensure records of user access and user management 

activities are uniquely identified and logged for audit 

and investigation purposes; and  

(e) establish and maintain an inventory for non-personal 

technical accounts (“NPTA”) that are assigned to 

relevant IT owners, with access to NPTAs following 

the principle of least privilege and interactive logins 

being disabled.  

• You must implement authentication solutions in 

accordance with Industry Standards, including that all 

changes to user access rights (including remote access) 

are reviewed and approved appropriately.  

• UBS may conduct vulnerability and penetration testing to 

validate the adequacy of your security controls. Such 

testing may be subject to additional mutually agreed 

terms and will be limited to a scope relevant to the 

Products and Services covered by this Agreement. 

• Upon termination of the Agreement, you must promptly 

close any network connections between you and UBS. 

 

16. Additional policy requirements part C - UBS 

Operational Consolidated Risk Assessment 

(“OCRA”) Requirements 

 

WHY 
To establish standards for UBS’s operational 

consolidated risk assessment (“OCRA”) including 

evidence, remediation, and consequences if issues 

cannot be resolved.  
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WHEN 
Whenever you provide OCRA-relevant Products or 

Services, in accordance with UBS policies and 

procedures. 

WHAT 

Expectations for UBS’s due diligence process. 

 

• You must complete the initial UBS OCRA questionnaire 

and on a cyclical basis for the duration of the Agreement, 

within the timeframe agreed with UBS to evidence your 

CIS controls, with answers provided in the format 

requested.  

• You must maintain equivalent, or stronger, CIS controls 

as those you disclosed in the most recent UBS OCRA 

questionnaire. 

• You must take all reasonable steps to (at your cost) 

implement any CIS measures required by UBS to 

remediate material risks arising to UBS in connection with 

each assessment (“Material Findings"). Such Material 

Findings and measures will be provided to you in writing.  

• If you cannot comply with a direction from UBS under 

the sub-clause above, you must: 

(a) promptly identify any reasonable alternative 

mitigation measures or compensating controls that 

you consider will address the Material Findings; and 

(b) if UBS considers that the measures proposed by you  

adequately address the Material Findings, implement 

those measures (at your cost).  

• If: 

(a) you are not able to promptly identify any alternative 

measures; or 

(b) following good faith discussions, UBS provides written 

reasonable objections that the alternative measures 

proposed by you cannot adequately address the 

Material Findings, 

until all Material Findings are rectified in accordance with 

this sub-clause, UBS may determine that continued 

engagement with you represents a material risk to UBS's 

business and terminate the Agreement in accordance 

with its termination provisions. 

 

17. Additional policy requirements part D – Audit 

rights after a Notifiable CIS Incident 

 

WHY 
To provide us with the information and oversight 

to help us meet our legal and regulatory 

obligations and ensure compliance with 

Applicable Law 

WHEN 
Following a Notifiable CIS Incident 

WHAT 

Audit rights in the event of a Notifiable CIS 

Incident 

 

• In the event of a Notifiable CIS Incident, you must grant 

(or, in the case of your Subcontractors, procure for) the 

Auditors the right to access any of your, your agents’ or 

your Subcontractors’ premises, personnel and relevant 

records (including devices, systems, networks, 

information and data used for providing the Services) as 

may be reasonably required in order for UBS to:  

(a) comply with relevant regulatory obligations or any 

legally enforceable request by a Regulator;  

(b) verify that you are complying with the terms of this 

UBS CIS Policy; 

(c) verify that you have taken the necessary measures to 

prevent the recurrence of incidents similar to the 

Notifiable CIS Incident; and 

(d) inspect any of our assets in your possession or control 

(including any IP Rights, UBS Data or UBS’s 

Confidential Information) and the integrity, 

confidentiality and security of the same, 

(“CIS Audit”). 

• You must provide Auditors with reasonable co-operation 

and access in relation to any CIS Audit.  

• Before conducting any CIS Audit, UBS or any Auditors 

appointed by UBS will provide reasonable notice to you, 

unless:  

(a) the CIS Audit arises from an emergency or crisis 

situation;  

(b) the CIS Audit is required by a Regulator or is necessary 

to fulfil any regulatory obligation and it is 

impracticable or impossible to give reasonable notice; 

or 

(c) such notice would render the CIS Audit ineffective.  

• All audits will be performed in accordance with accepted 

national and international audit standards. We will take 

reasonable steps to minimize the impact of any audit on 

your operations.  

• When performing audits in multi-client environments, we 

understand that care should be taken to ensure that risks 

to another client’s environment (e.g. impact on service 

levels, availability of data, confidentiality aspects) are 

avoided or mitigated, and we will endeavor to work with 

you in that regard.  

• You will bear your own costs and expenses relating to 

any audit under this UBS CIS Policy, and we will bear our 

own costs. However, if the audit reveals any material 

non-compliance which is not disputed by you, you must 

pay our reasonable costs relating to the audit of the non-

compliant item(s). 

 

18. Additional policy requirements part E – 

Accelerated notification 

 

WHY 
To provide us with the information and oversight 

to help us meet our legal and regulatory 

obligations in respect of FINMA Guidance 

03/2024 

WHEN 
You are providing BCM-Critical Services or 

Products or supporting an Important Business 

service of UBS and the Services or Products are 

consumed in Switzerland, in each case, as set out 

in the Supply Order. 
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WHAT 

Accelerated notification requirements. 

 

• Notwithstanding the notification obligation under section 

11, UBS has determined that a Notifiable CIS Incident 

impacting the Product or Services could trigger a 

requirement on UBS to report such Notifiable CIS 

Incident to its Regulator(s) within a maximum of 24 hours 

of your awareness in accordance with FINMA Guidance 

03/2024.  

• You must notify UBS immediately, and not later than five 

(5) hours, after becoming aware of a Notifiable CIS 

Incident impacting the Services and/ or Products (a “CIS 

Incident Accelerated Notification”).  

• The CIS Incident Accelerated Notification should include 

a summary of the facts as well as your assessment of the 

severity at that time. 

 

19. Additional policy requirements part F - Enhanced 

Standards to comply with DORA 

 

WHY 
To comply with our legal obligations in the EU 

under the Digital Operational Resilience Act 

(Regulation (EU) 2022/2554) (“DORA”). 

WHEN 
Whenever you provide Products or Services which 

qualify you as an ICT Provider under DORA, as set 

out in the Supply Order. 

WHAT 

Enhanced terms to comply with DORA 

 

• For the purposes of this section: 

(a) DORA means the Digital Operational Resilience Act 

(Regulation (EU) 2022/2554); and 

(b) ICT Provider means an ICT service provider as 

defined in DORA to the extent it provides Services to 

UBS in the context of this Agreement. 

(c) ICT-related Incident means a single event or a series 

of linked events unplanned by the financial entity that 

compromises the security of the network and 

information systems, and have an adverse impact on 

the availability, authenticity, integrity or confidentiality 

of data, or on the services provided by the financial 

entity 

• DORA-related requirements: 

(a) You must have a CIS awareness and training program 

which covers, at a minimum, the five pillars of DORA 

and ICT risk assessment including any lessons learnt 

from any business continuity and operational 

resilience testing as appropriate and commensurate to 

the remit of the services or products. You must attest 

to the adequacy of such training upon request of 

UBS. If you fail to provide an attestation or UBS 

identifies a shortfall in such training requirements 

which you do not rectify within 30 days of 

identification, you must, if requested by UBS in 

accordance with Article 13(6) of DORA, ensure that 

your Staff participate in DORA training as requested 

by UBS at your cost. 

(b) In the event of an ICT-related Incident, you must 

provide information to enable UBS to meet its own 

legal reporting (a “DORA Notification”) and therefore  

the following timelines must be adhered to: an initial 

DORA Notification within 4 hours of classifying the 

incident as major, 72 hours from the initial 

notification for delivery of an interim report and 1 

calendar month from the date of the delivery of the 

interim report for a final report. Your DORA 

Notification must include at a minimum: 

A. exact timestamp when cyber event or data 

breach/incident has been detected or if possible 

when it occurred prior its detection (recorded in 

network, system logs, etc.); 

B. information on number and type of users (clients, 

transactions) and locations affected; 

C. whether the cyber event or data breach/incident is 

publicly known; 

D. if availability, authenticity, integrity or 

confidentiality of UBS Data was affected, such as, 

but not limited to: 

i. if UBS Data was or is temporarily or 

permanently inaccessible or unusable; 

ii. if trustworthiness of the source of UBS Data 

was compromised; 

iii. if non-authorized modification of UBS Data 

has rendered it inaccurate or incomplete; 

iv. if UBS Data was accessed by or disclosed to 

an unauthorized party or system; 

E. whether a successful, malicious and unauthorized 

access to UBS Systems occurred. 

(c) You must, at no additional cost, cooperate with UBS 

and any UBS Regulator as requested by providing all 

information necessary in a timely manner for the 

competent authority to determine the significance of 

an ICT-related Incident and assess possible cross-

border impacts. 

(d) If you are determined by UBS to be an ICT Provider 

that is supporting a critical or important function, you 

must fully cooperate with UBS or any UBS Regulator 

(or third parties designated by them) in relation to any 

advanced testing (which shall include conducting or 

participating in live production system testing) of the 

digital or operational resilience of the Services as 

required under Applicable Laws, including 

participating in threat-led penetration testing. 

(e) You must apply effective risk control measures to 

mitigate risks of any potential impact on data, 

damage to assets, and damage to critical and 

important functions, services or operations of UBS.  

 

20. Additional policy requirements part G - UBS 

Enhanced Standards for your IT Asset(s) deployed 

on UBS Systems 

 

WHY 
To protect UBS systems. 

WHEN 
You manage IT Asset(s) deployed on UBS Systems. 
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WHAT 

Enhanced terms for monitoring and supporting 

IT Asset(s) deployed on UBS Systems. 

 

• You must implement a process for performing and 

logging remote and onsite maintenance, and repairs of 

your IT Assets deployed on UBS Systems and provide logs 

of such maintenance and repairs to UBS promptly on 

request.  

• You must not use outdated or unsupported hardware or 

software for IT Asset(s) deployed on UBS Systems.  

• For your IT Asset(s) deployed on UBS Systems, UBS is 

authorized to: 

(a) perform security scans; 

(b) install security agents; and  

(c) take steps to validate your compliance with the 

requirements of this Agreement. 

• You must provide monthly reports to UBS on the security 

status of the IT Asset(s) deployed on UBS Systems which 

include, at a minimum: product name, product version, 

software name, software version, patch status, malware 

protection status, last known vulnerability, and/or next 

planned update of the IT Asset(s) if applicable. Any 

written escalations received from UBS in respect of these 

reports must be addressed promptly.  

• You must take reasonable steps to monitor your IT 

Asset(s) deployed on UBS Systems. You must ensure that 

vulnerabilities are risk assessed and prioritized accordingly 

for remediation. Such assessment must be based on a 

variety of factors, including the common vulnerability 

scoring system (CVSS), likelihood of exploitation and the 

potential impact of the vulnerability on the integrity, 

availability and confidentiality of the underlying 

infrastructure. A remediation timeline, commensurate 

with the risk, must be defined for each vulnerability. 

Notwithstanding the previous sentence, such remediation 

must not exceed the following timelines: 

i. moderate severity (CVSS 4.0-6.9): commence within 

2 months, complete within 6 months; 

ii. major severity (CVSS 7.0-8.9): commence within 2 

weeks, complete within 2 months; and  

iii. critical severity (CVSS 9.0-10.0): < 2 weeks.

 

 


