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Bl Background to UBS external staff vetting

All UBS staff (internal UBS staff, external supplier staff - inclusive of sub-contractors) are subject to the same minimum
vetting standards in accordance with UBS’s Global Staff Vetting Policy.

| Wh
\D/-l@ y Provides consistent standards to the vetting of all UBS external and internal staff, in all locations
 Reduces UBS's operational and reputational risk
* Protects our clients
« Complies with regulatory expectations

How

a— « UBS's Global Staff Vetting Policy applies to all staff and addresses the minimum standard of vetting for all staff who have access to
UBS information and/or premises

 Processes are applicable globally following local rules and regulations

 Re-vetting of risk-sensitive staff (as defined by UBS) ensures that individualsin risk-sensitive roles are re-vetted as circumstances may
have changed since vetting was last performed

000 Involved Partners
N « Suppliers
« Staff of Suppliers (this includes sub-contractors — e.g. 4th Party Staff)
« UBS Contract Managers
» UBS BusinessContact (‘Hiring Manager")
 UBS Regional Staff Vetting Operations Teams
« UBS HR Advisory Lead for External Suppliers

3 UBS



B3 Global mandatory vetting checks & external staff categories

All vetting checks must be completed before a member of staff is admitted access to UBS premises, data or systems.

Staff category defines risk sensitivity and vetting checks Staff
checks to be executed Category | | Category Il
Identity Check Supplier contractually obligated to have

» Category I: Access to UBS systems, UBS valuables cleared checks prior to UBS engagement, per
(e.g. treasury room, server rooms) and/or UBS's Right to Work Verification supplier practice
confidential information and issued with a UBS logon —

Criminal Record Check (o) o
ID or a GPN; -

Credit Check o) X

Global Background Checks, Re-

+ Category II: Access to confidential / strictly engagement Check
confidential information, data or physical documents Registered Status/
and no access to IT or unsupervised physical access to Statutory Disqualification (global «
infrastructure (no GPN) regulated positions °

only)
Relatives and Relationships (Self-

» Category Ill: No access to UBSIT systems, no Declaration) 2 X
access to UBS valuables and no access to UBS's External Directorships and o .
confidential information, but are issued with a GPN Positions (Self-Declaration)
or provided with an access badge, and have access External Directorships and o X
to UBS premises Positions (Database Search)

Fingerprinting (US only)
1 i *
Highest Level of Education Supplier contractually obligated to provide
skilled and qualified staff
Employment History*

= UBS performs checks; O= Supplier performs checks; X
no check

*On demand workers (ODW) - UBS hiring managers to perform a skills and

qualification assessment on individuals put forward by the On Demand Worker

team.

For external staff category Il, suppliers must ensure that the following checks
& UBS have been completed: Identity check, Right to Work Verification and Criminal

Check, where permissible pursuant to relevant federal, state and/or local laws.



Bl xternal staff vetting: UBS requirements (1/2)

* Responsibilities and delegation of vetting

— UBS'svetting policy and minimum standards clearly require that all external staff (inclusive of sub-contractors — e.g. 4th party staff) who have access to UBS systems and premises,
must be vetted to the same standard as UBS requires for internal staff performing similar roles. UBS is obligedto distinguish between 3rd party (e.g. supplier'sdirect employees) and
sub-contractors (e.g. 4th party staff) and, to record the subcontractor company name, as applicable. Supplier must ensure that for all its Staff (including sub-contractors), Vetting has
been completed in line with the vetting specifications taking into account the requirements of the respective External Staff Category.

— Pre-start vetting checks may now be started no earlier than 6 months (3 months for Americas) before the UBS start date. The documents are expected to be no older than 6
months (3 months for the Americas) from the date of your direct employee’s or subcontractor’'s UBS start date/engagement date. However, where credit and/ or criminal checks
are permissible for staff onboarded outside of the Americas, these document(s) must be original and dated no older than 3 months from vetting case completion (or from the UBS
start date, whichever is earlier).

— Inthe event there is an adverse finding for which there are reasonable groundsfor the exclusion of a Supplier Staff from all or certain tasks or engagements of UBS, then the
supplier will not engage that staff member or if already engagedshall withdraw such staff member from providingservices to UBS. When the supplier performs his internal
assessment in case of adverse vetting findingsthe supplier should take into consideration the UBS Vetting Finding Guidelines (as publishedon the staff vetting website).

— Supplier shall notify UBS:

 if supplierbelieves that any country vetting specification would breach applicable law or regulation. In such a case, suppliershall co-operate in good faith with UBS to determine
other equivalent vetting checks which are compliant with applicable laws and regulations, or

« ofany event or circumstances underthe control of supplier which supplieris aware of and believes will impact the vetting such that the vetting specifications are notor no
longer fully met or that the vetting may be delayed such that the provision of services may be negatively affected; or

 if supplier has reasonable groundsfor the exclusion of a member of staff from all or certain tasks or engagements of UBS which have not been detected during Vetting.

+ Country vetting specifications
— The country vetting specifications set out the minimum requirements for vetting as determined and defined by UBS.

— The country vetting specifications may be amended by UBS at any time to the extent deemed necessary from a legal or operational perspective (e.g. in case of changes of legislation to
ensure compliance with applicable laws or regulations)

3 UBS


https://www.ubs.com/global/en/external-staff-vetting/document-library.html

Bl xternal staff vetting: UBS requirements (2/2)

» Supplier will only use UBS pre-approved vetting vendors and apply UBS’s vetting standards per UBS country vetting specifications

* Supplier shall keep a process document which details how the supplier is compliant with UBS vetting requirements

— Supplier shall make this document available to UBS for review as part of the yearly level 1 audit.

+ Collection and disclosure of information

— Supplier shall ensure that any collection, storage, disclosure and any other processing of personal data complies with applicable laws and regulations.

— Suppliershall inform its staff of additional background checks which may be carried out by UBS if applicable such as fingerprinting in the US and the global background check.
+ Change of position, periodic staff vetting (re-vetting)

— Suppliershall perform any additionalvetting required as a result of a staff member changing positionor role which leads to a change of external staff category or changing the
country of service.

In the case of a change of country of service, additional vetting checks may be required.

— Risk-sensitive staff are subject to pre-defined periodic vetting as determined by UBS. UBS, however, reserves the right at any time to require vetting of any already vetted risk-
sensitive staff at supplier's costs, irrespective of whether positionshave changed or not, if deemed necessary or appropriate by UBS.

* Retention of and access to vetting records

— Supplier shall ensure that the vetting records are accessible for a minimum period of 12 months (or per local record retention requirements) after the commencement of the provision
of services by the member of staff (inclusive of subcontractor vetting evidence).

— During this retention period a review by UBS or an independentreviewer as agreed between UBS and the supplier shall, upon request, have the right to access the vetting records
in order to do spot checks.

+ Background screening of category Il staff and sub-contractors

— The supplier warrants that any supplier staff and any staff of a subcontractor as specified in the subcontractor annex (if applicable) without a UBS logon
or group-wide personal number (GPN or equivalent) providing services to UBS, have completed background screening (identity check, right to work verification and criminal record

check) prior to the engagement for UBS to the extent supplier or the relevant subcontractor may lawfully carry out or require the relevant individual to complete that background
screening.

o UBS



I Process flow chart as of 1st July 2025

The UBS Group business contact can only raise a vetting / onboarding request when contract is draft, draft amendment or

published. Staff vetting may only be initiated after data protection eligibility assessments (e.g., supplementary form) has
been considered for the vetting process.

Supplier Level 1** UBS Group Business Contact UBS Staff Vetting Operations Team
eCOndud mandatory vetting checks for selected staff Agree on supplier/ staff and providg the Staff Ve.tting
considering the information included in the Staff Vetting Supplementary Forms™ to the supplier at the earliest
Supplementary Forms* opportunity (e.g. up to 6 months prior to start date)

Report to UBS HR any findingsin Self-Declaration of
External Directorship and Relatives and Relationship. Escalate to
UBS HRanyfindings of External Directorship Database searches
via separate e-mail (if applicable).

Coordinate activities in case of any findingin External

""""" e 2 E-mail prior to submitting SVD form [ Directorship checks and / or Relatives and Relationship check

nitiate staff vetting:

via the HR portal

Complete Staff Vetting Declaration (SVD) form confirming that Note: make sure to submit all Validates external staff request, creates the vetting case, and

all vetting checks are complete, incl. date of completion for mandatory documents, incl the Staff attaches mandatory documentation. Reach out to Business in
each check; identify sub-contractors. Vetting Supplementary Forms* - if case of missing/incorrect information.

e il dlauents - F raiel applicable AND a UBS cost center Conduct UBS Global Background (e.g. sanctions) / re-engagement

checks and escalates findings (if applicable).

0 UBS Group Business Contact receive e

Receive confirmation that onboarding is initiated. ComilTTEe Ui Sing 5 @emeisies.

Cleared vetting will trigger onboarding. :gicgar:ﬁ f()r?ebgirsciirl]zgssm MO LIRS

Staff starts working at UBS
*For further information on the Staff Vetting Supplementary Forms please reviewslide 8 and 13
** Level 1 suppliers are expected to identify staff and start the vetting process during the early stages of the contract negotiations




HVetting process for category | and Ill for UBS Group onboardings  (1/4)

Vetting initiation — supplier (action may be taken as early as 6 months (3 months for the Americas) prior to the new joiner's
start date)

Action by Supplier: Staff vetting declaration form [52<
» Complete the vetting checks for the selected candidate early as six months. Lo
(three months for the Americas) before the new joiner’s start date considering data . } , ™

d the
i 0 the Uss Regional S1aff

protectionrules in line with the relevant staff vetting supplementary forms*
provided by UBS for respective countries.

[ves

5.4 copy of pa:

+ All relatives and relationships (self-declaration) and external directorship findings ’
(self-declaration and database search) must be reported to UBS prior to start. For e o = —
any other unsatisfactory vetting results perform an internal assessment taking into : E
consideration the UBS vetting finding guidelinesand applicable local law. E\Eésgfrv?tgng Ff:ﬁ?ﬂ[}pal staff

» Complete and sign the Level 1 staff vetting declaration form. Important points
to include

Supplier Representative
(Staff Vitting Declaration

- |dentify whether the candidate is your direct employee/not your direct
employee (subcontractor)

Place

~ | -Belect APAC Country-

- Add the correct name of the subcontractor (e.g., 4th party staff) as it appears in ot
the formal company register in case the staff is notyour direct employee.

- Provide the check completion dates (these will be used for your audit
samples)

© UBS 2020 The key symt

 Provide the staff vetting declaration form and additional documents as required for e
your location to your UBS business contact.

+ The external staff cannot start the engagement with UBS before all vetting checks
are ok/cleared AND the contract is executed with a contract effective start date in
the past. If either of these requirements are not complete, the start date of your staff
will be delayed.

*For further information on the Staff Vetting Supplementary Forms please reviewslide 8 and 13



B\/etting process for category | and Il staff onboardings (2/4)

Vetting initiation - UBS Group business contact
Examples: Staff vetting supplementary forms q

Action by UBS Group business contact (‘hiring manager’): Sooy

+ Completes the staff vetting supplementary Form* declaration (if applicable for hiring country) and % UBS

provide the completed form to the supplier

US Staff Vetting Supplementary Form
Eligibility assessment for US credit check requirements for UBS Group external

» Reviews supplier documentation and ensure it is complete and correct. st

* Oncea contract ID is available in the logistics platform, initiates the staff vetting as follows
including the submission of relevant documentation from the supplier and a UBS cost center:

J UBS

SECTION TO BE COMPLETE| GERMANY Staf“*’

Eligibility assessmer

PART 1. Candidate Informi

3 UBS

Basic / Enhanced Vetting Supplementary Form
ligibili for vetting checks required for UBS Group external staff

* create an external staff onboarding request via the HR Portal

[sECTION TO 8E COMPLE

PART 1- e Infor

 Definesthe staff category. The category is based on the access required when the candidate
commences engagementat UBS (see slide 3).

wark France. Hungary, ieland iy, Lischoersten
Jorsey. Qotae i Turkerl Swiczertand APAC

rchude this completed form

= coreact for all extemal staff (ncusive
&) few onbomding engagement, b

PART 2 - Infs tion about

* Submits and plans the new joiner's start date in consideration of the 4-day minimum lead time. e e e boowes  PATE-Rman

ves[ ] No Registere [SECTION TO BE COMPLETED BY UBS GROUP BUSINESS CONTACT ]
= 8 zecurite

« Onlyfor exceptional cases: Raises an exception to the Global Staff Vetting policy request (supported =
by required business approvals) with HR's staff vetting operations team if the candidate meets ve T welT] oo
required criteria; if the exception is approved, shares the details with the supplier.

PART 1. Candidate Information

Lega First Name (as

Legal Last Name (a5 statec

$10 PART 2 - Information about the candidate’s role

The level of vettng & determined baz
this role fall into any of the beiow ¢

oD

* Onboarding: vetting / onboarding are done in parallel. No action required.

on the role being performed. To the best of your knowdedge does
gories

rporate title Di+ for perm staff and external staff with
of personal assistants and bosrd adminstrators with
confidentsal information

f confidential
¢ fsuch as

finanoal information o
Payment Operations),
saes, sta¥f iwolved in
systems, requisted, certified and chent

of control functions per Polcy 7976 and staff in roles that
ol functions

G Compimncn Taguiiey 8 Sovamance. Copup immal A, Gt

More details about the above categones can be found hee

Last Reviewed: May 2024

Last Reviewed: & November 2024 Pagetor2 Content Owner: LiAS Susolier Versing Adds

*US Staff Vetting Supplementary Form, Germany Staff Vetting Supplementary Form, or the "basiclenhanced" Staff Vetting Supplementary Form applicable to the following countries:

Austria, Denmark, France, Guernsey, Hungary, Ireland, Italy, Lichtenstein, Luxembourg, Netherlands, Poland, Portugal, Romania, Sweden, UK, Switzerland, Australia, Singapore, Brazil, Mexico, Japan, Taiwan, Hong Kong,
Jersey, Monaco, Turkey, Qatar.

For China and South Africa there are country specific forms.



BV etting process for category | and Il onboardings (3/4)

Vetting and onboarding initiation — staff vetting operations team

Action by UBS Group staff vetting operations team:

Validate the external staff request and mandatory documentation - in case of missing/incorrect information, the staff vetting operations team will reach out to the
UBS Group business contact — onboardingmay get delayed

If an exception to start has been raised by the UBS business contact, review the exception, confirm that the contract ID is “published”, “draft amendment” or
“pending”, confirm that the contract ID has a contract effective start date on or before the new joiner's start date, and decide whether it can be granted (in line with
agreed exception process); inform the UBS Group businesscontact about the final exception decision

Assess the submitted staff vetting supplementary forms to apply correct vetting restrictions
Conduct the Global Background check / re-engagement checks / sanctions ("in-house" checks) (if applicable)
Coordinate activities related to adverse findingsin external directorship and relatives and relationships checks provided by the supplierand "in-house" checks

Provided all vetting checks are ok/cleared, the staff vetting operations team initiates the on-boardingwhich triggers the following:
—  Global Personnel Number (GPN) creation
— Access badge ordering

— IT rights ordering (if required)

A notification is sent to the UBS business contact (‘hiring manager') to confirm that vetting has cleared and will advise on when the new joiner may
start. If the contracting or vetting is not complete 3 days prior to the anticipated start date, the start date will be post-poned and notifications will be
sent to UBS Group business contact)



ﬂVetting process for category | and Il onboardings (4/4)

L1 supplier vetting results.

Action by supplier:

Vetting finding guidelines

* |dentify your staff and start vetting as early as six months (three months for the
Americas) prior to the UBS start date (may be initiated during the contract negotiation
process).

Name of check Description of check
UBS e

+ Do not provide services until contract is fully executed and not before the —
contract effective start date Vetting Finding Guidelines T e T

*Information on required timeliness avaiable at the
sottom of this document

below generic description)
Credit check # ‘Onboarding:

Principles Important

 Inform UBS vetting operations teams immediately if there is any finding in candidate Ity iy i for U5 x5 fndomerl AL rltvn andreladonaips and sl
element of our organization’s personality. UBS places the directorships must be reported to UBS. This applies for
H: d | t t | d t h . d 't b h . 't t t d _t }'.x?hc:;;va‘ueonme hones;.y.falr‘-d megriy of our extdema\ staff ;h:d biid:;:w:n a;:: : ::':x:::.;rdw%:c;:
self-declarations or external directorship database searches prior to start date o oy oy Ui et g o s Ay o g o v
requisite. All information supplied by your staff (employees and same finding was disclosed during the setf-declaration
subcontractors) as part of the UBS onboarding / vetting process and UBS deared it. Any discrepancy between the seif-
must be comeat, truthful, and complete. When a potential dedaration and the database search (as specified by
. . . . . . . . integrity conflict arizes, UBS expects our suppliers to orwdey UBS in lhe’:;mngwéve(ks Lﬁiﬁ:ﬁ‘\ -::Isl
h whil i ty = s a fu must i to
 Perform an internal assessment in case of unsatisfactory vetting findings in vetting e . e e )
. . . . . . . . . . truthful and / or complete or faiing to dlsdase required relevant staff vetting operations team (NOT to your UBS ban ”wq ,.m 3 coropare with the ool
il ane nsiveness of saff 5 nds f business contact)
checks taking into consideration the UBS Vetting Finding Guidelines and applicable Rl e ae et | M
Identity check This check is the responsibility of the supplier and  Not applicable
|Oca| |aW Adverse Findings, as outlined in the Finding thresholds, 2 m covered under contraciual odligation
require you to perform an Indwvidualized Assessment in Any inability to conduct a check as outlined in
accordancs with applicable |aw. Please always consider that the the licable euum:{ specification must Right to work This chack is the responsbility of the supplier and  Not applicable
decision made should not expose UES to any reputational or rey to UBS HR. Fiease send an emal to the verification covered under contractual cbigation,
non-financial risk. In the case that your staff needs to be Sean staff vetting operations team (sze contacts

* Inform the HR staff vetting operations team if a check cannot be performed g et gt Hoded ] — 3 ey —

Intelli
operations team and your business contact immediately. i

according to the applicable country specifications S S i i

detailed UBS country specifications supersede

> External Database search on pubidly available data to identify Al external directorships must be reported to USS. This applies for
below generic description) directorship any extemal directorships .an date may hoidand  both seff-declaration and the extemal directorship database

ianifi inding identifi oo cobdon i e oricorstber thn i sl . e e e ey
* In case of significant adverse finding identified after staff have already started, BT e s ot oty | SIS oo e ey e b i T X
civil litigation countries where the candidate has resided, was Any dscrepancy between the self-dedaration and the database
et employed, attendad schodl, or lved more than & o public intaxication (Us) the jursdiciions / countries  search (as specified by UBS in the vetting checks specifications)
0ed, waz empioyed,  shall constitute a finding and st b disclosed to UBS for

immediately inform the HR staff vetting operations team and UBS Group business Dl T o e T e ek e L Commarrt T

« parkingsiolation an § months cver the  further review.

“Information on required timeliness available at the ¢ mited speeding excess (without accidents)

contact if it is decided to withdraw the candidate from the onboarding process or st v o ) i st P

Peﬂodl( /_re-vetting: DC men S must
finding 2 serve 25 an r of relatives and
e T A finding shall not serve a5 an automatic dsquaification from

providing services to UBS AR e o e e UL b v Sl i o

more than & months over the period equal to the

Any relative 2nd relationships and/or extemal directorship
disdosures (as spacified by USS in the country vetting

family  relationships
5* with UBS employees, an
st

specifications! shall constitute a finding and must be
disclosed to UBS for further review.

frecuency of periodic vetting (e.g. f the frequency d 3l appicable law. An individualized assessment generally include, bx
oeb:doc‘{e-.mg s 4 years Ee Shck / e risey  Inchudes, but s ot imited 1, 2 reviews of the o (and the ke s il
st cover the tast & years finked 1o access rights) / type of acivi in relation 1 any — recogized under

findings, the nature and grauity of the offensels), rehabitation (indkxing a stepchid)

* If an HR vetting exception has been granted for the candidate to start prior to the g rponin s g i 10 e e e ey Ny

e e, Farthe proot Gressence sallongy | SPPICADIE
i requested ff Gircumstances (applicable legal and
ication of

clearance of vetting checks, the supplieris obligated to report the completion of S i e et e

checks to UBS. This must be done within 4 weeks (28 days) after the start date. Any *"ggmmﬁm = ﬁw
delays to the 4-week deadline must be reported in advance to the UBS HR staff vetting

Fersonal relationship rne«v 1 3 relatiorship not

operations team via standardized e-mail template (available on the Level 1 webpage)
at minimum 3 days prior to the applicable deadline

* Store the vetting results for a minimum of 12 months 10
(or per local record retention requirements)


https://www.ubs.com/global/en/external-staff-vetting/document-library.html

Bl Data security matters

Data protection

1. Vetting evidence must be archived and purged as required by the legislator of each country.

2. Vetting results (ok, not ok) will be retained for 10 years.

fel\’ N 3. Access to vetting results within UBS HR is limited and controlled. Data access within UBS is provided on a strict need-to-
know basis.

3 UBS
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B3 Additional information for the US

O
r |"‘Q US: Fingerprint collection

— US: Gedlit checks
Vi

US: Fingerprint collection:

v The UBS Regional Staff Vetting Operations Team provides fingerprinting collection instructions to the external staff candidate
(copying the UBS Business Contact ('Hiring Manager') and the Supplier),

v Fingerprints are collected from the external staff candidate at a UBS home office location or BIG Fieldprint location to identify any
criminal arrests/charges. On request of UBS Regional Security Services only, the UBS vetting vendor conducts criminal record
checks within the jurisdiction(s) where criminal charges were identified.

v The UBS vetting vendor will provide the vetting results directly to UBS Regional Security Services who will escalate any findingto
determine the eligibility of the external staff candidate.

US staff vetting supplementary form - eligibility assessment for US credit check:
v" UBS BusinessContact completes the form and sendsit to the supplierto accommodate credit check requirements

v" Uponsuccessful completion of the checks, supplier submits the completed Staff Vetting Declaration form, indicating whether
they have applied or not applied credit checks

v" The document must be stored for a minimum of 12 months

12



B3 Additional information — eligibility assessment, basic vs enhanced

v —
o —
v —_—

 —

3 UBS

Eligibility Assessment: Crediit
and aiminalchecks

Basic / enhanced vetting supplementary form - eligibility assessment for vetting checks required for UBS Group external
staff

v" UBS business contact completes the form and sends it to the supplier to accommodate credit and/or criminal check requirements

v Upon successful completion of the checks, supplier submits the completed staff vetting declaration form, indicating whether they
have applied or not applied respective credit and/or criminal checks

v" The document must be stored for a minimum of 12 months

Germany staff vetting supplementary form - eligibility assessment for vetting checks

v For Germany, the same steps apply, however, a German-specific form is required to be completed by the UBS business contact

13



B3 UBS level 1 supplier webpage

Access to the UBS Level 1 supplier
webpage.

% Access to the UBS level 1 supplier
(# webpage

E Website

‘* Look out for UBS page

3 UBS

>

UBS has created a webpage specifically for all level 1 suppliers where all relevant information is stored, and important
updates are published on a regular basis.

https:/Amww.ubs.com/global/en/external-staff-vetting.html

s”l% UBS  External staff Vetting e

Level 1 Approval Process Guidelines for Level 1 Suppliers Staff Categories Vetting Checks and Timeframes Country Specification More w

External Staff Vetting — Level
1 information site

Vetting Checks and Timeframes
Country Specification

Periodic Staff Vetting
Definitions

Frequently Asked Questions
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